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Henb3st orpunare TOro ¢akra, 4ro HH()OPMAIMOHHO-TEICKOMMYHUKALIMOHHAS
cetb «MIHTEpHET» BCE TECHEE MPOHUKAET B HAIY C BaMH XU3Hb. JlJISI OMHUX OH CTal
UCTOYHUKOM 3HAHUU, JUIsl APYTHX HUCIONB3YETCs] B paboTe, KTO-TO HAIIET C MOMOIIBIO
HNuTepHeTa apy3eu, a KTO-TO JaXeE CMOT HAJIAJUTh CBOKO JIMYHYIO KW3Hb. BOJIBIIMHCTBY
U3 Hac JOCTATOYHO CIIOKHO IPEACTaBUTh J€Hb 0O€3 OHJAWH-OOUIEHUS C JpY3bsMHU,
IIPOCMOTPA CBEKHUX HOBOCTEW WJIM HOBBIX POJIMKOB.

Pazsutne B Poccuiickon @enepauuu, Kak U BO BCEM MHPE, DJIEKTPOHHBIX
TEXHOJIOTUH U TEIEKOMMYHUKALIMOHHBIX CETEW, BceoO1Iasi JOCTYIHOCTh B INI0OAbHOMN
KOMIOBIOTEPHOU ceTu HMHTEepHET pa3nuuHBIX HHPOPMAIMOHHBIX PECYpPCOB
CcrocoOCTBOBAJIO TOSBICHUIO TPUHIMINAIBLHO HOBOIO BHJAa HApylIeHHs 3aKoHAa —
KHOEpIpeCTYMHOCTH.

KubepnpecTynmHOCTh — HE3aKOHHBIE JEHCTBHS, KOTOpPHIE OCYIIECTBISIOTCS
JOIbMHU, UCTIONB3YIOIMIMMHU HTHGOPMALIMOHHBIE TEXHOJIOTUH VISl IPECTYIHBIX LETeH.

[IpakTika TOCIEAHUX JIET CBUACTENBCTBYET 00 YBETMYECHHWU 4YHUCHIA TaKUX
IIPECTYIUICHUN.

Haubonee pacnpocTpaHeHHBIMU TPECTYIUIEHUAMH B cdepe KOMIbIOTEPHOU
MHpOpMALINK SBJISIIOTCST OJIOKUPOBAHUE CANTOB U JIOKAJIbHBIX KOMIBIOTEPHBIX CETEH,
HE3aKOHHOE KOMMMPOBaHUE WH(HOPMAIIHIH.



OTBETCTBEHHOCTh 3a COBEPUIEHUE KOMMOBIOTEPHBIX MPECTYMHJIECHUU
npeaycMoTpeHa miaBoil 28 YronoBHoro konuekca P®, umenyemont «lIpectyrnenus B
cepe kommbplOTEepHOU wuHPoOpManuu». JlaHHAs [1aBa COAEPXKUT TPU COCTaBa
NPECTYIJIeHUH — CT. 272 (HempaBOMEPHBINA JOCTYI K KOMIBIOTEPHON HMH(OpMAIUN),
cT. 273 (co3maHue, UCIOJIb30BAHUE M PACIIPOCTPAHEHHE BPEIOHOCHBIX KOMITBIOTEPHBIX
nporpamm), cT. 274 (HapylieHue NpaBuil dKCIUTyaTallul CPEACTB XpaHEHUs, 00pabOTKH
UM Tepegadyd KOMNObIOTEPpHOW HMHPOpPMAaNuM U MHOOPMANUOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETEH).

HenpaBuibHoe MOBEICHUE B UHTEPHETE MOXKET NMPUHECTU Bped HE TOJIbKO Bawm,
HO TaKke Bammm poaHbIM 1 OITU3KUM.

Yro Takoe nNepCcoHAIbHbIE TaHHbIEC M N10YeMY OHHM TaK BAaKHbI?

Cornacno ®@enepanbHoMy 3akoHy Ne 152-D3 «O nepcoHaNIbHBIX TaHHBIX:

Ilepconanvuvie Oannvie — nobas ungopmayus, OMHOCAWAACA K NPAMO UIU
KOCBEHHO ONpeoeleHHoOMy UIU Onpeoeniemomy guauveckomy auyy (cyovexkmy
NepCOHAILHBIX OAHHDBIX).

T.e. mepcoHanbHbIE JaHHbIE — 3TO HHPOPMALUMs O KOHKPETHOM YeJIOBEKE. JTO T€
JaHHBIC, KOTOPHIC TMO3BOJISAIOT HAM y3HATh YEJIOBEKa B TOJME, WACHTU(MUIIUPOBATH U
ONpPEACNIUTh KaK KOHKPETHYIO JIMYHOCTh. Takux HACHTUPUUUPYIOMHUX JaHHBIX
OTPOMHOE MHOXKECTBO, K HUM OTHOCSTCS: (haMuIIMsl, UMS, OTYECTBO, JlaTa POXKIACHUS,
MECTO POXKJICHUS, MECTO >KUTEIhCTBA, HOMEp TeiedoHa, aapec SJICKTPOHHOW IOUTHI,
dbotorpadusi, BO3pacT u mp.

[lepcoHanbHbIE TaHHBIC HE CTOUT MyTaTh C JUYHBIMU JJAHHBIMU. JINUHbBIE TAHHbBIC
— 3TO BOOOIIIE COBOKYITHOCTh BCEX JaHHBIX O Mojb3oBatene B Cetn. Hanmpumep, nanabie
O TEOJIOKAIlMU, CTAaTHUCTHKAa MO HauboJiee MOCEIIaeMbIM HWHTEPHET-CTPAaHUIAM,
¢dororpadun u T.11.

Komy HykHBI Baliu nepcoHajbHble JaHHbIE?

80% npecTynmHUKOB OepyT HH(POPMALIMIO B COLICETSIX.

JInunas nHGOPMAIIUS UCTIONB3YETCS JITIS1 KPAXKH MaposIei.

JInunas uHpOpMAaIUs UCTIONB3YETCS JJI COBEPILICHUS TaKUX MPECTYIJICHUH, KakK
[IAHTaXX, BBIMOTaTEJIbCTBO, OCKOPOJIEHHUE, KIEBETA, KUIHEIMHT, XUIICHHE.

OnepaTopbl M HWHBIE JIMIA, MOJYYUBIIME [OCTYIl K IEPCOHAIBbHBIM JAHHBIM,
00s13aHbI HE PaCKPBIBATh TPETHUM JIUIIAM M HE PACIPOCTPAHSTH MEPCOHANIbHBIC JIAHHbBIE
0e3 commacus CyObeKTa NEPCOHANBHBIX JAHHBIX, €CIM HMHOE€ HE MPEeIyCMOTPEHO
dbenepaabHBIM 3aKOHOM.

CyObeKkT nepcoHaNbHBIX JAaHHBIX MPUHUMAET PEHICHHE O MPEJOCTABICHUU €ro
NEPCOHANIbHBIX JaHHBIX M JA€T coriacke Ha ux o0paboTKy cBOOOIHO, CBOEH BOJIEH U B
CBOEM HMHTEpECE.

O6paboTka NepcoHaIbHBIX JaHHBIX JOMYCKAETCS B CIEAYIONINX CIyYasx:

1) oO6paboTka MepCOHANBHBIX AAHHBIX OCYILECTBIISIETCS C comIacus CyObeKTa
MEPCOHANIBHBIX TAHHBIX Ha 00pa0OTKY €ro NepPCOHAIBHBIX JaHHBIX;

2) 00paboTka MepCOHAIBHBIX JAHHBIX HEOOXOAWMa ISl JTOCTHUKECHUS IIEJIEH,
NPEAYCMOTPEHHBIX MEXIYHAapOoaAHbIM na0oroBopoM Poccuiickoin dDenepauuu wium
3aKOHOM, JUI OCYIIECTBIEHUS W BBIIIOJIHEHUS BO3JIOKEHHBIX 3aKOHOAATEIHCTBOM
Poccuiickoit denepannu Ha oneparopa GyHKIIUM, TOTHOMOYUN U 00SI3aHHOCTEH;



5) 00paboTka mepcoHaNbHBIX JAaHHBIX HEOOXOIHWMa JIJIsS HMCIIOJIHEHHUS JI0rOBOpa,
CTOPOHOM KOTOPOTrO JHOO BBITOAOMPHOOpPETATEIeM WM TOPYYHUTENEM IO KOTOPOMY
SIBIIIETCSI CYOBEKT TMEPCOHANTBHBIX MAHHBIX, a TAKXKE IS 3aKIIOYCHHS JIOTOBOpA II0
UHUIMATUBE CyObhEKTa MEPCOHAIBHBIX JAHHBIX WIH JIOTOBOPA, IO KOTOPOMY CYOBEKT
NIEPCOHATBHBIX JTaHHBIX OYZIET SBISITHCS BHITOIOTPUOOpETATENIEM HITH TIOPYUUTEIIEM;

6) 00paboTKa MEPCOHANBHBIX JJAHHBIX HEOOXOAUMA JIJIsl 3AIUTHI )KU3HU, 3/I0POBBS
WIN WHBIX XU3HEHHO BAXXHBIX HMHTEPECOB CYObEKTa MEPCOHAIBHBIX JIaHHBIX, €CITU
MOJTyYeHHUE COTTachs CyObhEeKTa MePCOHATBHBIX JTAHHBIX HEBO3MOXKHO;

7) 06paboTKa MepcoHaNbHBIX JAHHBIX HEOOXOAUMa ISl OCYIIECTBIICHUS IIpaB U
3aKOHHBIX HMHTEPECOB OMeparopa WJIM TPEThbUX JHUIl JUOO0 AdsS JOCTHUXKECHUS
OOIIECTBEHHO 3HAYMMBIX IEJIeH MPH YCJIOBUH, YTO MPH 3TOM HE HApYIIAIOTCS MpaBa U
cB00O/IbI CYyObEKTa NEPCOHATIBHBIX JAHHBIX;

11) ocymecTBisercs o6paboTka IEepPCOHANBHBIX JaHHBIX, IOJJIEKAIIUX
OIyOJTMKOBAHUIO WJIM OO0S3aTeIbHOMY PAaCKPBITHIO B COOTBETCTBUHU C (herepaabHbIM
3aKOHOM.

Kak 3amuTuTh CBOM nmepcoHaJIbHbIC IlaHHbIe?

B abcontoTHOM GOJIBIIMHCTBE CIy4aeB Mbl CAMU YKa3bIBA€M CBOM MEPCOHAIbHbBIC
JaHHBIE MPU PErUCTpAllMM Ha calTax, opOpPMIIEHUHU 3aKa30B B MHTEPHET-Mara3uHax,
3aIOJHEHUHU MPOQUIS B COUMAIBHBIX CETSIX WM JaXe MPU COCTABICHUH MOMCKOBOIO
3amnpoca.

OOparuTe BHHMaHHWE, MNPOAOJIKAS PErucTpalui Ha J0OM cailTe, BbI
COMIAIIAETECH C IOJIB30BATEIBCKUM CONIAIICHUEM, CTaBsl «TaJOYKy» IIPU 3allOJHEHUU
ero mojed. OOBIYHO ATOrO0 JOCTATOYHO, YTOOBI pa3peuIuTh BIAJAENblIaM CcaiTa
UCIIOJIb30BATh BBEICHHBIE BAMU JaHHBIE MPU pabOTe C €r0 CEPBUCAMM.

Takum 00pa3oM, MOJIb3ysACh CAUTOM WJIM yCIIYTOM, BBl COMIAIIAETECHh HA NIEpeady
¥ XpaHCHHE BalllMX JAHHBIX, OyJb TO JaTra POXKJICHHS, HOMEpP MOOMIJIBHOTO TeiedoHa,
nepenucka W Jo0ble Jpyrue JaHHble JUYHOrO Xapakrepa. B3zameH ux 0043yroTcs
XpaHUTh B KOHPHUICHIMATHHOCTA U HU B KOEM CJy4yae He pasriallaTh TPEThUM JHUIaM.
Opnnako Ha JAene 3TO HE BCeraa Tak — JAJEKO HE BCErla CTOPOHA, OTBETCTBEHHAS 3a
XpaHEHUE BallUX NEePCOHAJbHBIX JaHHBIX, J100POCOBECTHO BBINOJHAET CBOU
o0si3aHHOCTH. KpOoMe TOro, HUKTO HE 3allMUIEH OT B3JIoMa 0a3 JaHHBIX, COAEPIKAIIUX
NepCcoHalbHy0 HHpOpMANUIO, UIM MNPOCTHIX OMHOOK M YEJIOBEUYECKOU
ONpPOMETUUBOCTH. Hampumep, perucTpupysch WIM aBTOPU3YSICh HA CaWTe 4Yepes
COLIMAJIBHYIO CETh, BBl Pa3pellacTe CauTy IOJIYYWTh BAIlW JIMYHBIC JAHHBIE, U TOYHO
HEU3BECTHO, KaK OH OyJeT MMH IO0JIb30BaThcs. TOYHO Tak ke JIt0OOM Ball 3BOHOK B
Mara3uH WM CaJOH aBTOMAaTHYECKM BHOCHUT Balll HOMEpP B 0a3y MoJib30Bareieil 3Toi
KOMITAHHH.

C.]ICI[OBEIHI/IG HECKOJIBKHM IIPOCTBIM COB€TaM BO MHOI'OM COKPAaTHUT YI'po3y
HE3AKOHHOI'0 UCITI0Jb30BaHHUA BAIlIUX NMEPCOHAIBHBIX JaHHbIX:

Orpanudsre 00beM MHpOpMaIUU o cede, Haxonsmecs B MuTepHere. Ynanure
muntHue gororpaduu, BUACO, aapeca, HoMepa Tesie)OHOB, ATy POKIACHUS, CBEACHUS O
POIHBIX U OJIM3KUX U HHYIO JIMYHYIO UH(OPMALIHIO.

He ornpasnsiite Buneo u hotorpaduu AronsaM, ¢ KOTOPHIMH BbI TO3HAKOMUJIUCH B
HNuTepHeTe U He 3HaeTe UX B peajJbHOU KU3HMU.



OTtnpaBisiss KOMY-JIMOO CBOM MEPCOHANIbHBIE JAHHBIE WIM KOH(UICHIMAIbHYIO
uH(popmalmio, yoenurech B TOM, YTO ajpecar — JEHCTBUTEIBHO TOT, 3a KOro ceds
BBIJIACT.

[Ipn HEOOXOAMMOCTH pa3MelieHus o0bsBIeHUS B VHTEepHETE BOCHOIB3YHTECH
BPEMEHHOM CHUM-KapTOM W BBIAYMaHHbIM HMMEHEM. MOXHO TaKX e BOCIOJb30BaThCs
ycayrod «BTopoil HOMEp», KOTOPYIO MOPEAOCTABISIOT HEKOTOPBIE ONEPATOPHI
MOOWMJIHOM CBSI3M. DTa yCIIyra MO3BOJSET MOAKIIOYNTh B «JIMUHOM KaOMHETE» BTOPOI
HOMED TOJNBKO Ha npreM 3BOHKOB 1 CMC. 3BOHUTH € HETO HE MOTYUYHUTCH.

Hcnonb3yiTe TONBKO CIOKHBIE MAPOJIU, Pa3HbIE IJIs pa3HbIX YUETHBIX 3alUCel U
cepBucoB. Ilonb3oBarenu, KOTOpbIE HCIONB3YKOT OJWH M TOT K€ Hapoib Uil BCEX
CEpBHUCOB, MPU KOMIIPOMETAIIUU XOTS Obl OHOTO U3 CEPBUCOB MOTYT MOTEPSAThH JAOCTYI
KO BCEM CBOMM YUYE€THBIM 3anucsM. [[OBTOpHOE HCIIONIb30BaHUE NAPOJIeil KATErOpUYECKU
3arpenieHo.

PerynsipHo MeHsTE Napoiu, )KeJIaTeIbHO HE PEXE pa3a B MECHL.

[Io BO3MOXXHOCTM HCIIOJIB3YWTE IBYX(AKTOPHYIO aBTOPU3ALUI0O — 3TO METOJ
UACHTU(UKALIMY TI0J30BATENsSI B KaKOM-THMOO cepBuce (kKak mpaBuiio, B MHTepHeTe)
Opy TMOMOIIM 3anpoca ayTeHTU(PUKAIMOHHBIX JaHHBIX JABYX pPa3HbBIX THUIIOB, YTO
o0OecreunBaeT JBYXCIOWHYIO, a 3Ha4uT, Oosee 3(PPEKTHUBHYIO 3alIUTy aKKayHTa OT
HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBEeHMs. Ha mpakTuke 3T0 OOBIYHO BBINVISAMT Tak:
NEPBBIM pyOeK — 3TO JOTUH U MapoJib, BTOPOU — CHEIUATBHBIA KO, TPUXOISIINN 110
CMC ninu 3neKTpOHHOM NOYTE.

3aBenute cebe nBa ampeca AMEKTPOHHOW TMOYTHI — YACTHBIM, IS TEPETHCKU
(mMpUBaTHBIM M MAaJIOU3BECTHBIM, KOTOPBHIA Bbl HHUKOTJIAa HE MNYyOJIUKyeTe B
00LIEA0CTYTHBIX UCTOYHUKAX) U ITyOJIMYHBIA — I OTKPBITOM JieaTeNbHOCTH ((HOpyMOB,
YaTOB U TaK JlaJiee).

Yro nesarb, €CiM Bbl CTAJIM KEPTBOM HAPYLIEHHUS B 00/1aCTH NEPCOHATBHBIX
JTAHHBIX?

B nepByio odepear BaM HEOOXOAMMO OOpAaTUTHCS B YIOJHOMOUEHHBIM OpraH B
chepe mepcoHaNbHBIX JaHHBIX — POCKOMHan30p, a TO4YHEe, €ro TepPUTOPUATHLHOE
VYpasinenue.

B nensix OOBEKTMBHOIO W MOJIHOTO PAacCMOTPEHHUS BaM HEOOXOIUMO YKa3aTb
CJIeTYIOUTY 0 UH(OPMALIHIO:

1) mepeyeHb NEPCOHAJBHBIX JAHHBIX, HENPABOMEPHO OOpadaThIBa€MbIX Ha
caiitax B cetu HTEpHET;

2) cBeleHUsl O JOKYMEHTE, yAOCTOBEPSIONIEM Ballly JUYHOCTh (KOMHHU CTpPAHUIL
nacmnopra), JJs MNOATBEPKIEHUS MNPUHAMIEKHOCTH NEPCOHAIBHBIX JTaHHBIX,
HEMpPaBOMEPHO pa3MEIICHHbIX Ha caiTax B ceTu VHTepHEeT, kK BaM Kak K CYOBEKTY
NIEPCOHAIBHBIX TAHHBIX;

3) TouHbIE W AOCTYIHBIC aJipeca CTPaHUIl CaUTOB (yKazaTelid CTPAHUI] CAUTOB B
cetu Unrepuer — URL), comepskamiue He3akOHHO oOpabaThiBaeMbie (pa3MeEIIEHHBIC)
NIEPCOHAIBHBIE [TaHHBIE, ITO3BOJIIONIME OCYLIECTBUTH MPOCMOTP JaHHBIX CTPaHULL
VYipasienuem, a Tak)Ke CHUMKU SKpaHa C JAaHHBIMU CTPaHULAMU, COJAEpKallue B cede
nonHbli anpec crpanunel caiita (URL) m matel myOnukanuy mMOCTOB/COOOIICHUH,
COJIEpIKAIlMX HE3aKOHHO oOpabarbiBacMble (pa3MEIIEHHbIE) MEPCOHANTbHBIC JTaHHbIE Ha
TEKyLIMI MOMEHT BPEMEHHM (J1aTa) U ApPYyrue CBEIEHUs, MOATBEPKAAIOIINE HAPYILIEHUS



TpeOOBaHUM 3aKOHOAATEIBCTBA B 00JACTH NEPCOHAIBHBIX JAaHHBIX (BHACO3AIHChH
JKpaHa C ICUCTBUSAMHU, MO3BOJISIOMIUME 3a(pUKCUPOBATh HAPYIICHUS U T.I1.);

4) cBefieHUs, YIIOJIHOMOUYMBAIOIIIUE BaC MPEACTABISATh UHTEPECHl PUBHMUECKUX JIUIL
(koMU JTIOBEPEHHOCTEH), MEepCOHANBHBIEC JIaHHBIE KOTOPBIX pa3MeIlleHbl Ha caiiTax (B
cllydae HapyIIeHUs UX IpaB KaK CyObEKTOB MEPCOHAIBHBIX JAHHBIX ).

JIONmOJTHUTEIbHO cJieAyeT NPeACTABUTH (MPU HAJIMYMH):

- CBEJICHHUsI, MOATBEpKAatolre (DaKT HAMpaBIEHUs BaMU B a/ipec aIMUHUCTpALIUN
caiita (nmamee — omeparop) TpeOOBaHUS 00 YHHUTOXKCHUHU BalllUX TMEPCOHATBHBIX
JAHHBIX C YKa3aHUEM Ha WX HE3aKOHHOE ToiydeHue (0e3 coriacus) orneparopoM WM C
yKa3aHHEeM TOro, YTO OHHM HE SBISIOTCA HEOOXOAMMBIMM JUJISl 3asIBICHHOW LIETU
00paboTku (mpeAcTaBisieTCs MPU BO3MOXKHOCTH HalpaBICHUS YKa3aHHOTO
TpeOOBaHUS );

- OTBET ollepaTopa Ha Balie TpeOoBaHHWEe 00 YHUUTOXKEHUH BaIllMX MEPCOHATbHBIX
JAHHBIX (MPU HAJIUYUHN).

Oopawiaem enumanue Ha mo, YmMo 6ce umelOuUecs C6e0eHUs 00NHCHbL Oblmb
npeocmaeiensvl 6 aopec Ynpaeienus eOuHoepemenno!

B caydae ecnu no pesynbraTtaM npoBepku YrnpasieHue PockoMHan30pa BBISBUIIO
HapyIIeHUE, BBIIACTCA MPEANICaHue 00 €ro yCTpaHEHHUHN.

Ecou VYnpasnenue PockomHazzopa He YyBHIEIO HapyUIEHHUS, Bbl MOXKETe
00paTUThCs B LIEHTPAJIbHBIN allnapar JaHHOTO BEJOMCTBA.

[Tomumo 3TOTO, BCE CYOBEKTHI IEPCOHANBHBIX JAHHBIX UMEIOT MPABO HA 3alUTY
CBOMX IpaB M 3aKOHHBIX MHTEPECOB, B TOM UHKCJIE Ha BO3MEIICHHE YOBITKOB M (UJIN)
KOMIIEHCAIINIO MOPaJIbHOTO Bpea B CyJAeOHOM MOPSJIKE.

OTBETCTBEHHOCTh 3a HAPYIICHUE 3aKOHOMATENHCTBA O TEPCOHATBHBIX JaHHBIX
npeaycMmarpuBaeTcs B cooTBeTcTBUU co cT. 13.11 Komekca 00 aaMUHUCTpaTHBHBIX
npaBoHapyueHusx PO.

Kak

AefCTBYIOT MOIIICHHUKH

MoOIEHHUKN OY€Hb XOPOLIO 3HAIOT MCHUXOJIOTHMIO JIIOAEH M yMEJIO HCHONb3YIOT
BCIO JIOCTYIHYI HWH(MOpMAIMIO, BKJIKOYas Ty, KOTOPYIO KEpTBa MOILIEHHHYECTBA



HEBOJILHO BBIAET MpH 001eHuu. B opranuzanuu tene@oHHbIX MaXUHAIMI y4acTBYIOT
HECKOJIBKO NPECTYNHUKOB. OUEHb YaCTO B TAaKUE€ TPYIIbI BXOIAT 3J0YyMBIIUICHHUKH,
OTOBIBAIOIME CPOK B UCIIPABUTEIIHO-TPYIOBBIX YUPEKICHUSX.

MomeHHUKH HCIMOJB3YHOT CJIEAYIOIIHUE MOTUBBI:

= OCCIOKOMCTBO 3a OMM3KUX U 3HAKOMBIX;

. OECTIOKOMCTBO 3a CBOW Tene(OHHBIA HOMEp, CU€T B OaHKE WM OAHKOBCKYIO
KapTy;

. JKEJIAHWE BBIUTPATH KPYITHBIN MPHU3;

. JO0OMBITCTBO — JKEJIAHUE TIOMYUUTh JOCTYII K KaKOM-Tn00 nHpopmarmy;

. KeJTaHUE TOMOYh OOJIBHBIM JIETSIM WM JIFOISAM, TIOCTPAJAABIIAM OT CTUXHWHBIX
OelcTBUM.

CouuanbHple CeTH SBIAIOTCA Kiajae3eM HHGOpPMAUUU [ MOIICHHUKOB.
Pa3menias manHble 0 cebe Ha CBOMX CTPAaHWYKaxX, Mbl HE 3aJyMbIBAEMCS O TOM, KTO
MOXET 3THUM BOCIIOJb30BaThCs. Mexay TeM HMEHHO Ojarojaps HaM CaMHM
MOILIEHHUKAaM OOBIYHO HE COCTaBISIET Tpyda y3HaTh MH(MOPMALHUIO O POJCTBEHHUKAX,
KOHTAKTaxX, YBJICUCHUSAX CBOEU IMOTCHIMAJIBHOM KEPTBBl U IIPU BBIMAHWUBAHUU JICHET
BHYLUUTB TOBEPUE 3HAHUEM €€ JINYHOU KU3HU.

3.2. Buabl uHTepHeT-MOLIeHHHYecTBA. Kak 3amuTuTh cedst?

Haunbonee pacnpocTpaHeHHBIMU BUJAMU MOUICHHUYECTBA Ha JIaHHBIM MOMEHT
SIBJISTFOTCSL:
TenedonHOe MOILIEHHHMYECTBO

CymiecTByloT Haubojee pacnpocTpaHEHHBIE CXEMbl Tene(hOHHOTO
MOIIEHHUYeCcTBa. BapuaHTOB TOro, KaKk Mpe/ICTaBsAT BaM UX MOIIIEHHUKHU, OY€Hb MHOTO,
HO CYTh HE MEHSETCS.

Oo6man mno Ttesedony. C Bac MOryT moTpeOOBaTh BBIKYN WU B3SITKY 3a
ocBoOOXKAeHHE SKOOBI U3 oTAeiacHUS mnonuunuu wiam ¢ Mecta JTII Bamiero
pOACTBEHHUKA. UTO /Ie/1aTh: B 3TOM ClIy4ae NIABHOE HE MMAHUKOBATH, TO3BOHUTH CAMOMY
POICTBEHHUKY, €CIIH HE OTBEYAET, TO MOMBITATHCA HAUTH €r0 YePE3 APY3€H U 3HAKOMBIX.

CMC-npocbb6a o momomn. TpeOoBaHHEe TEPEBECTH OMPEACIEHHYIO CyMMY Ha
yKa3aHHbI HOMEP C UCIOJIb30BAHUEM OOpaIEHUS «MaMay, «IPYr», «CHIHOK» U T.11. UTo
nenarh: HE CICIIMTE IePEeBOAUTH JCHBIH, YOCAUTECh, YTO B HHUX JCHCTBHUTEIIBHO
HYKJA€TCs Balll POJCTBEHHUK UJIU 3HAKOMBIH.

Tesedonnniii HOMep-rpaduTenb. [lnarHelii HOMEp, 32 3BOHOK Ha KOTOPBIM CO
CUYETa CIUCHIBACTCA JCHEXKHAsA cymMMa. UTo JenaTh: HE MEPE3BAHUBANTE HA HE3HAKOMBIEC
iy npemioxkeHHsie B CMC-coo0ieHusx HoMmepa TesepoHOB.

Buiurpeiin B JioTepee, KOTOPYK SIKOObI MPOBOAMT PAAMOCTAHUMS WJIH
omeparop cBsi3u. Bac MOTyT IONPOCUTH OIIATUTH MOIUIMHY, HAJIOT U T.II., IEPEBECTU
CyMMY Ha ONpEAeIEHHBIN CU€T, COOOITUTh MpuUIeaui Ha TenedoH koa. UTto nenats:
HE CIEUIUTE MEPEBOAMUTH JCHBI'M WM COOOIATh Kakue-Tu0O JaHHbIE MO TeledoHy.
[To3BoHUTE MO OGUIHMAIBPHBIM HOMEpaM (YKa3aHHBIM B CIIpAaBOYHHKAX, Ha CalTax)
KOMIIAaHUW — OpraHu3aropa JIOTeperd WU KOHKypca, yOeauTech B TOM, 4YTO Bac He
0OMAaHBIBAIOT.



IITpadHble CAHKIMH M YIPo3a OTKJIIYEHHSI HOMepa SKOObI 3a HapylIeHHE
JIOTOBOpa C OMNEparopoM Bamiell MOOWIbHOW cBA3U. UTO jAenarh: MO3BOHUTE caMu
CBOEMY OllepaTopy Mo opuIHaIbHOMY HOMEPY, YTOUHUTE UH(DOPMALHIO.

OmubouHbIil mepeBoa cpeacTB. Bac mompocsT mepeBectu sSKOOBI OMIMOOYHO
NEpEBEIEHHBIE CPEACTBA, a 3aTe€M JIONMOJHHUTENBHO CHUMYT JAEHbIM. YUTO [enarh:
UTHOpUPYHTE NOA00HBIE cOOOIIEHUsT WM (€cau 3TO Tene(OHHBIM pPa3roBop)
IIOCOBETYWTE JJIsl BO3BpaTa OMIMOOYHO NMEPEBEAEHHON CyMMBI 00pPaTUTHCS K OMEPaTopy
CBSI3U.

MomeHHN4eCcTBO ¢ 0aHKOBCKUMH KapTaM#

HaubGosee momyasipHble cnoco0bl MONMIEHHHMYECTBA ¢ OAHKOBCKHMH
KapTaMu:

CMC-coobiienne o OIOKHPOBKE OAHKOBCKOW KapThl, O HECAHKIIMOHUPOBAHHOM
JIBU)KEHUH JEHEKHBIX cpencTB, cmeHe [IMH-kona, okoHuaHnu cpoka IeMCTBUSL KapThl U
T.J. C TpeOOBaHUEM TIEPEUTH 10 CCHUIKE HJIN IIEPE3BOHUTH I10 YKa3aHHOMY TelieoHY.

TenepoHHBIN 3BOHOK «pabOTHHKA OaHKa», MOTCHIIMAIBLHOTO «IOKYMaTels» C
NpelJIOKEHUEM TPOUTH K OnrbkaiiiemMy OaHKOMaTy W COBEPIIMTh MaHUIYJALMHU C
0aHKOBCKOM KapToH BO M30eKaHWE KaKUX-TUOO IMOCIICICTBUI, BHECEHUS aBaHCA U T.II.

Jl1s1 COXpPAHHOCTH BamIMX CPEICTB COO0JIOAaliTe OCHOBHBbIE NPaBHJIA
0€e30IMacHOCTH:

Hukomy He cooOmaiite cBoit IIMH-kox, naxe padorHukam Oanka. He BBomute
[IMH-konq mpu pabore B cetu MHTEpHET, OH MOXET MOTPEOOBATHCS TOIBKO
MOIIIEHHHUKaM.

CMC-coobmieHusi Mo MNPOBOAUMBIM oONepauusiM IO OaHKOBCKUM KapTam
PacChUIAIOTCS € OMpeneEHHbIX KOPOTKUX HoMepoB (Coepbank — 900). JIns cBsizu ¢
0aHKOM HEOOXOAMMO MCHOJIb30BaTh oOduiMasbHble HoMepa KoHTakTHOro I1eHTpa,
yKazaHHble Ha OaHkoBckod kapre. Eciu B CMC-coolOuieHnu o OJOKHMPOBKE KapThl,
JBIKEHUU JIEHEXKHBIX CPEICTB yKa3aH Ipyrod HOMEp, IO KOTOpPOMY Ipeaiaraercs
MO3BOHUTH, TO ATO MOIICHHUKH.

B cnydae BO3HHMKHOBEHUs MpoOineM y OaHKOMara, HE MPUHHUMAWTE MOMOILb
OCTOPOHHUX, MO3BOHUTE B KOHTAaKTHBIN LIEHTp OaHKa 1o TeiaedoHy, yKa3aHHOMY Ha
OaHKoMarTe.

Ecau x Bam oOpatunuck no tenedony, B UHTepHeTe, uepe3 coluaibHbIE CETH
WIN IPYTUMH CIIOCOOAMHU U MO Pa3IUYHBIMU MPEIOraMH MbITAIOTCS Y3HATh JAHHBIE O
Balieil 0aHKOBCKOM KapTe (HOMEp KapThbl, TPEX3HAYHBIM KOJ HAa O0OOPOTHON CTOpOHE
KapThl), KOJ, MNPHUIIEAINIMN Ha Balml MOOWJBHBIA TeledOoH, MaAPOIM WU JPYTYIO
NepCOHAIbHYI0 HHPOPMAIHIO, OyIbTE OCTOPOXKHBI, ’TO MOIIEHHHUKH.

[Ipu TenedoHHOM OOIIEHUM HE COBEpILATe HUKAKUX JEHCTBUN y OaHKOMAaTa 1o
MHCTPYKIMHU «paOOTHUKOB OaHKa», €CIIM TOJIBKO JIaHHBIN 3BOHOK HE ObLJI MHULIMUPOBAH
JUYHO BaMHU.

He nepexoaute no ccpuikam B CMC-coo011eHusIX.

[Ipu nonyuyennn CMC-cooOlIeHHIT O CHSATUM JEHEXHBIX CPEACTB C Ballel
OaHKOBCKOM KapThl HEMEUICHHO oOpamaiTech B 0aHK, OJIOKHPYHTE KapTy.

MomeHHHY€eCTBO B COUAJIBHBIX CETAX

MOoIlIEHHUKHA aKTHUBHO IMOJB3YIOTCA COLHUAJIBHBIMH CCTAMHU MW Pa3JIMYHBIMHA
cepBUCaAMU O6HICHI/IH, Haripumep, caliTaMH 3HAaKOMCTB.



Ionyasipabie coco0bI MOILIEHHNYECTBA:

PacnpocTpaHeHne CCbLIOK HAa BpPEIOHOCHOE MPOrpamMMHOe o0ecrevyeHue,
nopuorpaduyeckue caiThl, MOIIEHHUYECKHE pecypcbl M NPHUJIOKEHHS.
[Tonp30BaTeny COMMANBHBIX CETEH YaCTO CTATKUBAIOTCS CO CITAMOM, KOTOPBINA MTPUXOIUT
K HUM B «JIMYHBIE COOOIICHUSI» OT UMEHU «JIpYy3€il» WU HE3HAKOMBIX IMOJIb30BaTEIICH.
DTO 0O3HAYaeT, YTO aKKAYHTHl 3TUX JIIOACH B3JOMaHbl. Kakx nmpasuno, ccoliku 6 makux
COOOWEHUSIX CONPOBONHCOAIOMCSL 3A6NEKAIOUUM MEKCMOM, Hanpumep: «Budena meou
gomo, 1 makoeo He oxcudana, nocmompu cam!..», «B smoti 6asze oaHubIX ecmb 6C
ungopmayus Ha 11006020 uenogekay u m.n. Uto nenarth. Huxoeoa He nepexooume no
NnOO03PUMENbHBIM CCHLAIKAM. [ oocmyna 6 COYUdibHylo cemb UCNONb3YUme
VHUKATIbHBIU NAPOb: OH OO0JdHCEH OblMb ONUHHBIM, COCMOSAMb U3 YUDP U NAMUHCKUX
oyK8. Jlyuuie ucnonv3osams pazHvle napoiu OJisi PA3HLIX COYUATbHLIX cemell U Opyaux
UHTEPHET-CEPBUCOB. He noddasavimecy Ha

npU3bl8 KO20-MO U3 «AOMUHUCMPAYUU CAUMay COOOWUMb 8aul JIO2UH U NAPOTb
no0 Kakum-1ubo npeonocom. Pecynsipno MeHsINTE Maposib OT COIMAIBHON CeTH (XOTS OBl
pa3 B MecslIl); OCTEperaiTech MOIICHHHMYECKUX CAHTOB C MOXOKHMHU IO HAIMMCAHHUIO
Ha3BaHusMu (vkontahte.ru, vkOntalkteru w T.4a.). OTH «(UIIUHTOBBIE» CTPAHUIIBI
paccuMTaHbl HA HEBHUMATEJIbHOCTh U Ha TO, YTO Bbl CAMU MPEIOCTABUTE MOIICHHUKAM
CBOM JIOTMH U MapoJib.

n 3HakoMble He3HAKOMIIbl. B colmanpbHBIX CETIX W HaA callTax 3HAKOMCTB
MOIIEHHUKN CO3/1al0T CTPAHULBI, TJ€ YKa3bIBalOTCA JaHHBIE U pPa3MeElarTCs
dororpadur BEIMBIIUICHHBIX JtOnei. C MOMOIIBI0 3TUX CTPAHUI] OHU 3HAKOMSTCS C
IpYTUMH TOoNb30BarenssmMu caiita. Co BpeMEHEM MOIICHHUKHA BXOOST B JIOBEpHE,
npensaraloT nepeiTu codbecenHuky Ha Oosee «Onu3koe» OOLIEHUE U OCTABIISIOT CBOM
HoMmep tenedoHa. CambiM 0€300MAHBIM MOCIEACTBUEM TAKOTO OOIIEHUs OyAeT TO, YTO
HOMEP OKa)KETCs TUIATHBIM U C BAIlIETO CYETA CIHIIYTCS JCHBIH.

n IIpocs0bl 0 (PuUHAHCOBOW NOMOINH, OJATOTBOPUTEJbHBbIE aAKIHHU.
MOIIIEHHUKH YacTO WCIOJB3YIOT TAaKWE IOBOMABI, MOATOMY, TPEXKIE UYeM TEPEBECTH
JICHBTW JIJIS TIOMOINH, YOeauTech, YTO Bac He oOMaHbIBaloT. OOparute BHUMaHUE Ha
HaJIM4YME HECKOJIbKUX KOHTAKTOB (TeraeOHBI, SJIEKTPOHHAs T[O4YTa, CTPAHUYKU B
COIMATBHBIX CETSIX), HAJTMYHE MMOATBEPKIAIONTUX TOKYMEHTOB.

MoueHHM4Y€eCTBO Ha caiiTax 0eCIIaTHBIX 00bSIBJICHUH

Pa3zmemass oObsiBICHMS, WJIM TMOKymas YTO-IM00 Ha caiTax OecIuIaTHBIX
oObsiBICHUHN (Hampumep, «ABUTO»), OynbTe€ BHUMATEIbHBI U OCTOPOXKHBI, TaK Kak
MOIIICHHUKH O4Y€Hb YacCTO MCIIOJB3YIOT MX Ui oOmaHa. [IpomaBas 4To-TO, BEI JKelaeTe
MOJyYUTh MPUOBLIb, HO, CTOJKHYBIIHUCH C MOIIIEHHUKAMH, MOXETE MOTEPSATh BCE CBOU
cOepexeHusl.

Kak Bac Moryt o0MaHyTh:

Onaara win npeaomjara 3a Bam ToBap. OyeHb YacTO 3aMHTEPECOBAHHbBIC
MOKYyTMaTeIu TMpeaiaraloT MPOW3BECTH OIUIaTy (e€Clid CyMMa HE3HAuWTeJIbHas) WU
IPeoIUIaTy 3a Balll TOBAp, HO CAENIaTh 3TO MOTYT MO KaKUM-JIMOO MPUYMHAM TOJIBKO Ha
OAHKOBCKYIO KapTy (HaxoAsTcsi B JIPYTOM TOpOji€, HET HAJIUYHBIX ACHET, JIEHbIM Ha
pPacYETHOM CUETY U T.I.), HO IIPU 3TOM TPeOYIOT COOOIIUTh HE TOJIBLKO HOMEDP KapThl U
®UO (6ombiie ajs mepeBosia HUYEro He Tpebyercs), HO U apyrue aanHbie. [lomHuUTeE,
YTO €CJIM Bac MPOCAT COOOMIUTH MPUIIEAIINNA Ha TelleQOH KO, MPONUTH K OaHKOMaTy U



COBEpIINTh KaKHe-TO JACUCTBUS, BCTABUB Ballly KapTy (YTOOBI, HaIpUMeEp, MOATBEPAUTD
IOPOXOXKICHUE IIIarexka), COOOIIMTh CPOK JCHCTBUS KapThl M TPEX3HAUHBIM KOJA Ha
000pOTHON CTOpPOHE, TO 3TO MOIUEHHUKHU. [Ipekpamjaiite KOHTAaKTbl C TaKUMHU
«TOKyHaTeIsIMU» U, €CJIU YCIeNH COOOIIUTh KaKue-TO JaHHbIe, HEMEIJIEHHO
OJOKHpYITE OAaHKOBCKYIO KapTy, I03BOHUB 110 YKa3aHHOMY Ha Hell HoMepy Tesie]oHa.

IIpenonnara 3a mokynaemslii ToBap. [lokynas 4ro-nmubo, OyabTe OCTOPOXKHBI,
€CIM Bac MpOCAT IPOU3BECTH NpeNoIuIaTy. BrojsHe BO3MOXKHO, YTO NOJY4YHB €€,
«IpOZaBeL MEePECTaHeT OTBEUATh Ha BalllM 3BOHKH.

CMC-coob0mienust co ccbliakoil. Ha HoOMep, KOTOpBIM BBl yKaszaaud IIpHU
nyOIuMKauuu OOBSABICHUS O MPOJAXKE WM KEJIAHUU YTO-IUO0O0 KYNMUTh, MOXKET MPUUTH
CMC-coob1ieHue ¢ IpeuIokeHuEM ToBapa, 0OMEHa U CCbUIKOM Ha 3TOT ToBap. Eciu Bbl
nepenaéTe Mo CChUIKE, TO 3arpy3uTe Ha CBOM Telne(OH BPENOHOCHOE MPOrpaMMHOE
obecrnedyeHne, KOTOPOE MO3BOJUT MOIIEHHHKAM TMOJYYUTh JOCTYH K BalluM
OAHKOBCKHUM KapTam.

BynbTe 0CTOpOXKHBI, €C1M BaM NPeLJIaraiT:

. Ha3BaTb HOMEpP OAHKOBCKOM KapThbl, TPEX3HAYHBIM KO Ha OOOPOTHOM CTOpOHE
kaptsel, [IMH-kox;

. MPOU3BECTH MAHUIYJISALIUU ¢ OAHKOBCKOW KapTol y OaHKoMara;

. COOOIIUTD NMPUILIEAITUN HA TeTe(OH Kox;

. MEepeBeCTH CyMMy JeHer (aBaHC, 3aJiOT, IMONIJWHA, HAJIOT, OMHOOYHO
nepeBeIEHHBIN IJIaTEX U T.I);

] nepeitu no cceuike B HMuTepHere, B CMC- unu MMC-coobuieHuu Ha
cmaptdone;

. MO3BOHUTH 10 YKkazaHHOMY B CMC-cooO1ieHnn HoMmepy TenedoHa;

. OTIIPABUTH Balll HOMEP TesedoHa;

] ornpaButh CMC-coo011ieHrne Ha KOPOTKUI HOMED;

. Ha3BaTh NAPOJIA OT BAlIMX JINYHBIX CTPAHUYEK B COLIMAIBHBIX CETSX.

1. CoBeTnl 10 6e30macHOCTH padoTe B 001meA0CTYNHbIX ceTax Wi-fi:
0 He nepenasaiite cBOIO IU4YHYI0 UHPOPMALIUIO Yepe3 o0mieaocTynHbie Wi-
Fi cern. PaGoTass B HUX, jKeJaTelbHO HE BBOAWTH MAPOJIA JTOCTYIA, JOTUHBI H
KaKue-TO HOMepa;



. Hcnionp3yiiTe U OOHOBISIMTE aHTUBUPYCHBIC MPOrpaMMbl M OpaHamMayep.
Tem cambiM Bbl 06e30macute cebst OT 3aKauku BUPYCa Ha yCTPOUCTBO;
. [Ipu wucnonb3oBanun Wi-Fi otkmounte QyHKmuioo «OOmmii goctym K
daiinam u mpuHTepam». JlaHHas (yHKIMS 3aKpbiTa MO YMOJTYAHHIO, OJHAKO
HEKOTOPbIE MOJIb30BATEIN aKTUBUPYIOT €€ Ui y100CTBa UCTIONB30BaHUs B paboTe
WK y4eoe;
n He wucnonwiyiite nyOmumunbii WI-FI s nmepenaum JUYHBIX JAHHBIX,
HaIpuMep U1l BBIXO/IA B COLIMAIBHBIE CETU UJIU B AJIEKTPOHHYIO MOYTY;
. Hcnons3yiite Tonpko 3amuiieHHoe coenunenne yepe3 HTTPS, a ne HTTP,
T.€. ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;
. B MoOunsHOM Tenedone otkimtounte dyHkuuio «llogkmrouenue k Wi-Fi
apromarnueckn». He npomyckaiiTe aBTOMaTHYE€CKOrO MOAKIOYEHUS! YCTPOMCTBA K
cetsim Wi-Fi 6e3 Bamrero cormacus.

2. Ocnoenvie cosemvl no 0€30NACHOCHU 8 COUUAIbHBIX CEMAX:

. OrpanuubTe CcHHUCOK Apy3ed. Y Bac B Jpy3bsix HE JOJKHO OBITh
CIIy4YalHBIX U HE3HAKOMBIX JIFOJIEH;
g 3amuianTe CBOIO YacTHYIO ku3Hb. He ykasbiBaiite maponu, tenedoHsl,

agpeca, JaTy TBOEro pOXIEHUS MU APYIyH JUUYHYIH HHQOpManuio.
370yMBIIIJIEHHUKA MOTYT MCIIOJIb30BaTh JAa)kKe MH(POpMAIMIO O TOM, Kak Brl u
Bamm pogureny niaaHupyeTe npoBeCTH TOCYT;

. Ecnu Bel roBopuTe ¢ MOOBMH, KOTOPBIX HE 3HAETE, HE UCIIOJIB3YUTE CBOE
peanbHOe UM U IPYTYIO JUYHYI0 HHPOPMALMU: UMS, MECTO KUTEIIbCTBA, MECTO
y4eObl U Ipouee;

. N36eraiite pazmewienus ¢gororpaduii B MuTepuere, rue Bel n3o00pakeHbl
Ha MECTHOCTH, IO KOTOPO MOXKHO ONPEEINTh Bale MecTonoaoxeHue;
. [Ipu peructpauuu B COLMAIBHOM CETH HEOOXOAMMO UCIIOJIb30BATh

CJIOXKHBIE MTAPOJIU, COCTOSALIME U3 OYKB U HU(DP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;
g JIJist coumanbHOM CETH, MOYTHI U APYTUX CAUTOB HEOOXOJUMO HCIOIb30BaTh
pazHble maponu. Torma ecim Bac B37I0MarOT, TO 3JIOYMBIIUJIEHHUKH IOJIy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

3. Ocnognule coeemul no 6€30nACHOU padome ¢ INEKMPOHHBIMU OCHbZAMU:
. [IpuBskuTe K cyeTy MOOWIbHBIA TenedoH. DTO camblid yIOOHBIA U
OBICTPBIN CIOCOO BOCCTAHOBHTH JOCTYIl K cdeTy. IlpuBs3anHbpiii TenedoH
MIOMOXKET, €clii 3a0y/eTe CBOM IUIATeKHBIM Mapoyib WM 3aiiieTe Ha CcalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;
. Ucnone3yit omHopas3oBble mnaponu. Ilocine mepexoga Ha yCHIEHHYIO
aBTopu3anuio Bam yxxe He OyaeTr yrpoxarb OMACHOCTb KpakKHM WM TepexBara
IUIATEKHOTO MapoJis;
. BriGepure cnoxubiii maponb. [Ipectymaukam OyaeT HE MPOCTO yrajaaTh
CJIIOXKHBIN mapoib. HanexHbele mapoiam — 3TO MApoJid, KOTOPBIE COAEPKAT HE
MeHee 8 3HaKOB M BKJIIOYAIOT B C€0sl CTPOUYHBIE M MPOIHUCHBIE OYKBBI, LHU(PPHI U
HECKOJIbKO CHMBOJIOB, TaKME KaK 3HAK J0JuTapa, (hyHTa, BOCKIUIATEIbHBINA 3HAK U
T.1. Hanmpumep, StROng!;;
0 He BBOaMTE CBOM TMYHBIEC JAHHBIE HA CaiiTaX, KOTOPBIM HE JI0BEPSETE.



4. OcnogHule coeembl no 6e30nACHOIl padome ¢ INEKMPOHHOU NOUMOIL:
. Hano BeIOpaTh mnpaBWIBHBIM MOYTOBBIA CepBUC. B HWHTEpHETE €cCTh
OTPOMHBIN BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIydllle JOBEPSTH
TE€M, KOTO 3HAETE U KTO NEPBbI B PEUTHUHTIE;

. He yka3wiBaiiTe B nuuyHOM mouTe auuHyr wuHbopmaiuoo. Hampumep,
Jdy4uie BeIOpaTh «My3bIKaJIbHbIN _(paHaT@» unu «pok2013» BmecTo «temal3y;

. Hcnonp3yiiTe OBYX3TAHYH aBTOPHU3ALUIO. JTO KOTZAa MOMUMO Mapois
HY>KHO BBOJIUTH KOJ|, IPUChUIaeMblil 10 SMS;

. BriGepute ciioxkHbIi nmaposb. s KakA0ro MOYTOBOTO SIIMKA JIOJKEH
OBITH CBOM HAJICKHBIN, YCTOMYMBBINA K B3JIOMY TTApOJIb;

g Ecnu ectb BO3MOXHOCTH Hamucarb caMOMy CBOM JIMYHBIM BOIMPOC,
MCIIOJIb3YyMTE 3Ty BO3MOKHOCTb;

n Hcnonb3yiTe HECKOJBKO IOYTOBBIX SAIIUKOB. [lepBbI A1 4YacTHOM

MIEPENNCKHU C aJpecaTaMu, KOTOPbIM BBl goBepsieTe. ITO 3IEKTPOHHBINA aJpec He
HaJI0 UCIOJIb30BaTh MIPU pErucTpalu Ha (hopyMax u cairax;

. He otkpeiBaiite Qaitnpl U Apyrue BIOKEHHsS B MUChMax JaKe €ClId OHU
npunuii ot Bammx apysei. Jlydme yTOYHUTE y HHUX, OTHPABISIIA JIM OHU Bam
3T (ailibl;

g [Tocne oxonyaHusi pabOTBI HA TOYTOBOM CEpPBUCE IMEped 3aKphITHEM
BKJIAJIKM C CAUTOM He 3a0y/IbTe HaXKaTh Ha « BBIATHY.

5. Ocnoenule cosemul no 60pvoe ¢ humunzom (UuHmepHemM-NOUeHHUYECmea):
g Crnenute 3a cBouM akkayHTOM. Eciu Thl mogo3peBaeiiib, yTo Bamia ankera
Oblla B3JOMaHa, TO HEO0OXO0AMMO 3a0JOKMPOBATH €€ M COOOMIHUTH
aJIMUHUCTPATOPAM pecypca 00 ITOM Kak MOXKHO CKOPEE;

" Hcnonpayiite Oe3onacHble BeO-CailThl, B TOM YUCIE, UHTEPHET-Mara3nHoB
Y TIOUCKOBBIX CHCTEM;
. Hcnonb3yiite cioxHble W pa3Hble napoiu. Takum oOpa3om, eciau Bac

B3JIOMAIOT, TO 3JOYMBIIUJIEHHUKH IOJIy4aT JOCTYIl TOJIBKO K OnHOMY Bamemy

npo(uIto B CETH, a HE KO BCEM;

. Ecnu Bac B31omanu, To HEOOX0AUMO MPEAYNPEAUTH BCEX CBOUX 3HAKOMBIX,

KoTophle 100aBiIeHbl y Bac B 1py3bsx, o Tom, uTo Bac B3iomanu U, BO3MOXKHO, OT

Bairero umenu Oynier paccbliarbes CiaM M CChUIKU Ha (DUIIMHTOBBIE CANTHI;

. Ycranosute HaznexHbii naponb (PIN) Ha MoOWITBHBIN TeneoH;

g OTkirounTe COXpaHeHHe MmapoJs B Opaysepe;

6. OcnogHnvle coeemvl no 3auiume YuPpPoeoi penymayuu (HecamueHas uiu
nozumuenasn ungopmayun é cemu o Bac):

. [TonymaiiTe, mpesxe yeM 4To-To MyOJIIMKOBaTh U nepeaaBarh y Bac B 6iore

WU B COLMAJIBHOW CETH;

. B Hactpoiikax nmpoduiis ycTaHOBUTE OrpaHMYEHUs Ha mpocMoTp Bamiero

npouiIs U €ro COACPHKUMOro0, CAETANTE €ro TONBKO «IUI Ipy3ei»;

g He pasmemniaiite n He ykasbiBaiiTe MH(OpMaIMIO, KOTOpas MOXKET KOro-

00 OCKOPOJISATH WJIM OOUKATh.

CooburonaiiTe npaBuJia:



[TomMHUTE, YTO B BUPTYaJIbHOM IIPOCTPAHCTBE OTBETCTBEHHOCTDH HACTYMAET

IO peabHBIM 3aKOHAM;
" VYBa)KUTEIBHO U JOOPOCOBECTHO OTHOCUTECH K APYTUM IOJIb30BATEISAM

cetu IHTEpHET.

depepanbHan cnyXba no Hag3opy B chepe cBA3U, MHPOPMALLMOHHDBIX TEXHONIOTUA U
MacCOBbIX KOMMYHMUKauun (PockomHagsop):
Yupasaenne Pockomaanzopa no Bosarorpaackoii odsiactu u Pecnyosnuke
Kaambikus

ITo obpaieHnsiM, OTHOCUTENBHO JACSATEILHOCTA MOIIIEHHNYeCKnX HTepHET-pecypcoB,
CO3/7IaHUS UCTIOJBL30BAHUS U PACIIPOCTPAHCHHS BPEAOHOCHOTO IIPOrPAMMHOIO

oOecreyeHus, HENPaBOMEPHOTO TOCTyNa K KOMIbIOTEPHON MH(OPMALIMH, XUILICHUSM,

COBCPIICHHBIM C MCIIOJIBb30BAHUEM ITOAJACIbHBIX 6aHKOBCKI/IX KapT, 3JICKTPOHHBIX

IIJI1aTCKHBIX CUCTEM U CUCTEM JUCTAHIIMOHHOT'O 6aHKOBCKOFO O6CJ'Iy>I(HBaHI/I${



